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This addendum to Argonne National Laboratory’s Information Technology Access Agreements includes 
additional terms specific to the Argonne Leadership Computing Facility.  
 
You agree to Argonne’s Cybersecurity polices which are outlined or incorporated by reference in the Argonne 
National Laboratory Information Technology Agreement (ANL-714). 
 

• SSH access requires a passcode token 
• No group accounts allowed 
• No sharing of accounts or of passcode tokens 
• You will keep your remote system secured and free of viruses, malware, spyware 
• You will report suspicious activity or security breaches (including your remote system) to 

support@alcf.anl.gov 
• You agree to abide by all policies stated at https://docs.alcf.anl.gov/policies/ 

 
Project PI/Proxy: The Project PI/Proxy is responsible for the oversight and management of all users associated 
with the project and for ensuring that such users comply with applicable policies, agreements, and project 
requirements.  
Consistent with this responsibility, Project PIs/Proxies must approve and maintain project user accounts, 
including renewals and foreign national approvals, in accordance with ALCF account sponsorship and retention 
policies. See “Your Responsibilities as an Account Approver” here. 
 
Nothing in this addendum supersedes or replaces the individual obligations of users under ANL-714 or other 
applicable Argonne or ALCF user agreements 
 
These policies may be amended or updated from time to time, and without prior notice.  
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